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Cilium: eBPF H|E 22

CNI 2% 7|5

kube-proxy CHA|

0 L3-L7HES3 HM: 2ot Y |P, ZE ¥ OtL|2t HT 4 ©€BPF 7|4t MH|A 2EWRY: O H2 Q6| =2 2{[0[FH A
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Istio Ambient Mesh
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29 chash: ZAFSA| #al 9 Yasjo|=

Ambient vs Sidecar O}7|&lX

Sidecar 2=
App Pod App Envoy
¢ N
Network
)
Network

MEE £ w

# 4 YADO| A0 Ambient ZE &M 3}

kubectl label namespace production \ istio.io/dataplane-mode=ambient

#EHRA L7 M2|E {8t Waypoint 7t
kubectl apply -f gateway.yami
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AR T2 MA

VM 4X%] 2= AR HE MK|
10 S/W AX| 8! VM MM (rke2 M%) 1" MetallLB
shell E&H0] Shell Helm H& 0] Shell

# Install Vagrant
brew install vagrant
vagrant plugin install vagrant-vbguest

# Install Virtualbox
brew install --caks virtualbox

# VM install
vagrant up
Istio AX]|

VM(master1)0| shell H230{

# VM(master1) 8%
vagrant ssh master1

# Install istio

Shell

vagrant@master01:~$ /vagrant/scripts/install_istio_ambient.sh

install

# create namespace
kubectl create ns metallb-system

# pod security setting

kubectl label --overwrite ns metallb-system \
pod-security.kubernetes.io/enforce=privileged \
pod-security.kubernetes.io/audit=privileged \
pod-security.kubernetes.io/warn=privileged

# helm repo
helm repo add metallb https://metallb.github.io/metallb
helm repo update metallb

# helm install
helm upgrade --install metallb metallb/metallb --version 0.15.2 -
f ./scripts/helm/metallb-0.15.2.yaml -n metallb-system --wait

# expose ip setting
kubectl apply -f ./scripts/helm/metallb/IPAddressPool.yaml
kubectl apply -f ./scripts/helm/metallb/L2Advertisement.yaml



AR T2 MA

2% HEWE MK
N

2. NFS-Server 4.0.2 3 Istio Gateway 1.27.0
Helm @3] Shell Helm @3] Shell
# helm repo # helm repo

helm repo add nfs-subdir-external-provisioner https://kubernetes-
sigs.github.io/nfs-subdir-external-provisioner
helm repo update nfs-subdir-external-provisioner

helm repo add istio https://istio-
release.storage.googleapis.com/charts
helm repo update istio

# helm install

helm upgrade --install nfs-provisioner nfs-subdir-external-
provisioner/nfs-subdir-external-provisioner --version 4.0.18 -

f ./scripts/helm/nfs-subdir-external-provisioner-4.0.2.yaml -n kube-
system

# helm install

helm upgrade --install istio-ingress istio/gateway --version 1.27.0 -
f ./scripts/helm/istio-gateway-1.27.0.yaml -n istio-system --wait --
skip-schema-validation

# hubble expose
kubectl apply -f ./network/hubble-expose.yaml
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4 Kiali 2.14.0

Helm HZE 0] Shell

# helm repo
helm repo add kiali https://kiali.org/helm-charts
helm repo update kiali

# helm install
helm upgrade --install kiali-server kiali/kiali-server --version 2.14.0 -
f ./scripts/helm/kiali-server-2.14.0.yaml -n istio-system --wait

# kiali expose
kubectl apply -f ./network/kiali-expose.yaml

5 Grafana 12.1.0

Helm HZE O] Shell

# helm repo
helm repo add grafana https://grafana.github.io/helm-charts
helm repo update grafana

# helm install
helm upgrade --install grafana grafana/grafana --version 9.3.2 -
f ./scripts/helm/grafana-12.1.0.yaml -n monitoring --create-namespace

# grafana expose
kubectl apply -f ./network/grafana-expose.yaml

6 Prometheus 3.5.0

Helm HZ 0] Shell

# create namespace
kubect! create ns node-metrics

# pod security setting
kubectl label --overwrite ns node-metrics \

pod-security.kubernetes.io/enforce=privileged \
pod-security.kubernetes.io/audit=privileged \
pod-security.kubernetes.io/warn=privileged

# helm repo

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update prometheus-community

# helm install

helm upgrade --install prometheus prometheus-
community/prometheus --version 27.31.0 -n monitoring --create-
namespace -f ./scripts/helm/prometheus-3.5.0.yaml

# expose ip setting
kubectl apply -f ./network/prometheus-network-policy.yaml



Pod Security

A AHo]AH PodSecurity

1 A28 HYAmo|A 2F

2|

Privileged

Baseline

Restricted
(ZI2HE)

kubectl HZ0

kubectl label ns kube-system \

YAML

pod-security.kubernetes.io/enforce=privileged

kubectl label ns istio-system \

pod-security.kubernetes.io/enforce=privileged
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privileged 74E0|L,
hostNetwork/hostPID/hostIPC,
hostPath S 11¢[& M A 7t

UHEO1 Z4H|0[L A, %[ Capabilities

1

HIRE A%, 9f7| Mg 2EFS, A4

Capabilities

2

2 oS =|A|0]d HI Y Am|o] A

kubectl HZ0f

kubect! label ns ns-test \

ZQ =X|-Het
Mt Aol GlE(2S T2 X))

privileged,
hostNetwork/hostPID/hostIPC,
hostPath, NET_RAW S 2I&
Capabilities

ot ME ERH HE SAE
H|2AH|O|A-hostPath S CHEE Z2X|

YAML

pod-security.kubernetes.io/enforce=restricted

CHEE o &% o

2R Alof|2h AR, B HJAH0|AZ A2 | HY

allowPrivilegeEscalation: false %,
Capabilities %243} 27 0|22t 5|

runAsNonRoot: true, allowPrivilegeEscalation:
false, readOnlyRootFilesystem: true,
capabilities: drop=ALL, seccompProfile:
RuntimeDefault
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mTLs X G AlSe}

MmTLS EH|A M

1 Phase 1: Permissive Mode 2 Phase 2: Strict Mode (HZIH M2t
PeerAuthentication YAML PeerAuthentication YAML
apiVersion: security.istio.io/v1beta apiVersion: security.istio.io/v1beta
kind: PeerAuthentication kind: PeerAuthentication
metadata: metadata:

name: default name: default
namespace: production namespace: production
spec: spec:
mtls: mtls:
mode: PERMISSIVE mode: STRICT




nTLs U B A5

M 7|53t e

1) Cilium: HE<3 ZA |0

CiliumNetworkPolicy YAML

apiVersion: cilium.io/v2
kind: CiliumNetworkPolicy
metadata:
name: deny-cross-namespace
spec:
endpointSelector: {}
ingress:
- fromEndpoints:
- matchLabels:
k8s:io.kubernetes.pod.namespace: production

1. Cilium L3/L4
HEZ ZA L IP/ZE 7|5 H*H

2. mTLS (ztunnel)

s ME Ld=e/lE

2 Istio: AlH|A 2 217}

AuthorizationPolicy

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:
name: frontend-policy
spec:
selector:
matchLabels:
app: frontend
rules:
- from:
- source:
principals: ["cluster.local/ns/production/sa/gateway"]

3. Istio L7
MH|A ID 7|t 2tRE/QIS

YAML
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Root CA ziz| SM

& Xl CA d: Istio L& CA EE= Vault As 7ts

2 2R CAAS: 7| PKIQlZatet Sef 714

O 7| H%:Root 7| HSMOZE EHs HE

Workload IS A &g 9 AAl T2 M|A

= \J

L7
JEJUR=F CA NH
CSR MM istiod X2

2| B aE{AlE

p 7| &%k Root CA 7| =7|H 1A L CO= 2

SAN 43 &%
© FQDN 7|8 A3: MH|A FQDN X3 T
= node-ip 88: 2E C |IP 4 SANO| Zgt

== Cross-cluster: 22{AF 7t AMZ| Mol 714

*

Ol= A HYE s Al
ztunnel Mgt 242 7|

: SE Root E=E A4S & Spiffe E3: Y3 =S D EXE}
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6. HIAE App HHZE

Istio Ambient(ztunnel + Waypoint)2}
Kubernetes Gateway API

Cilium L7/FQDN HE|3 HAMZ oH
At L4/L7 Eot ElE O E 3




QA H 0| A/Waypoint/stEY T4l HIZAT|0IA/HESH 2|42
® namespace.yaml
ns-test HJAHO[A -

@ waypoint.yaml
H|QAMO|A 2t} SIH A ns-test L HITEES| L7 EM THA X|H

® cluster-policy.yaml (Kyverno)
Waypoint(22|& Gateway) It=0]| 9t St ZA|

217z A (Gateway/HTTPRoute) ClOJE{H 2|AA

® gateway.yaml
istio-system W AHO|AO0 Istio Ingress Gateway(Gateway API) 2[A L4 ME(HTTP/80, hostname: test.test)

® http-route.yaml
hostnames: test.test, PathPrefix “/"E web-test-service:802 2 2t &
2IE - Ingress Gateway > HTTPRoute - Service > Ambient(HBONE/mTLS) > Waypoint(L7 ¢I7}) > ItE=



HIAE app IfY 74 M

HOot MM (Istio/Cilium/K8s) sk

® peer-authentication.yaml
Ambient 7ZtO|A] mTLS(STRICT) ZAl. Waypoint/HBONE/ztunnel 222 5|2&|H, W2 2™ E4A2 Kpct

® network-policy.yaml
2IEH|M NodePort S Z &I M2 AHHE| 1D Istio Ingress/ztunnel 257 EciZat 1t

® cilium-network-policy.yaml
Waypoint(Z2|d Gateway) It=0| 2ot st= 2|

® waypoint-authz.yaml
WaypointOfl Al AH|A T2 L7 917k HTTP HIAE “GET" 2t 5|8

M HHZE (Service/Deployment) WECIEVE

® service.yaml
web-test-service(Service, NodePort 30000 > targetPort 8080)

® deployment.yami
ns-testd| nginxinc/nginx-unprivileged:latest ZIE|O|{ (H| R E)Z web-test HZE



| AE Za}

o|H ACHQIE MMM AS

e —
LoadBalancer IP == 3! GET / 200 =9l

INGRESS_IP=$(kubectl -n istio-system get svc -I gateway.networking.k8s.io/gateway-name=istio-gateway -o jsonpath=
"{.items[0].status.loadBalancer.ingress[0].ip}')

# Tt2F NodePort AFZ2 Al: NODE_IP=<<-EIP>: INGRESS_PORT=<ingress svc2| NodePort>: URL2 http://$NODE_IP:$INGRE
SS_PORT

#1) 518 7[0]A: GET /
curl -i -H "Host: test.test" http://$INGRESS_IP/

#ASZIL(I|CH: 200 OK (nginx 7= HO|X])

m@Macmini source % INGRESS_IP=$(kubectl -n istio-system get svc -1 gateway.networking.k8s.io/gateway-name=istio-gateway -o jsonpath='{.items[8].status.loadBalancer.ingress[0].ip}')

m@Ma urce % curl -i -H "Host: test.test" http://$INGRESS_IP, - - - -
= m@Macmini source % INGRESS_IP=$(kubectl -n istio-system get svc -1 gateway.netwo

content-type: text/html
content-length: 615

Last-nodiied: N, 15 Aug 2025 14:33:41 AT m@Macmini source % curl -i -H "Host: test.test" http://$INGRESS IP/

A o ety HTTP/1.1 260 OK
S server: istio-envoy

<head>

D (D TR date: Sun, 24 Aug 2025 17:33:09 GMT
html { color-scheme: Iigﬁt dark; }

oy { gt Ssn; v § ot content-type: text/html

font-family: Tahoma, Verdana, Arial, sans-serif; }

R content-length: 615

<body>

Z;i;:lbiﬁm:e?t:gi":;;g,‘l:hg nginx web server is successfully installed and ust'Mdified : wed '] 13 AUg 2025 14 : 33 : 41 GMT

working. Further configuration is required.</p>

<p>For online documentati d support please refer to etag : "68903245 - 267"
inx.org</a>.<br/>
accept-ranges: bytes

on</a>.</p>

T D A x-envoy-upstream-service-time: 14

</body>
</htm>

<a href="http://nginx.or! inx.
Commercial support is available at
con/">nginx. c



# 2) HE AO|A: POST / (7IcH: 403/XHzt (Waypoint AuthorizationPolicyZt GET2 81, Cilium= POST Xtzh))
curl -i -X POST -H "Host: test.test" http://$INGRESS_IP/

m@Macmini source % curl -i -X POST -H "Host: test.test"™ http://$INGRESS IP/
HTTP/1.1 4085 Method Not Allowed

server: istio-envoy

date: Sun, 24 Aug 2025 17:36:16 GMT

content-type: text/html

content-length: 157

X-envoy-upstream-service-time: 4

<html>

<head><title>405 Not Allowed</title></head>
<body>

<center><h1>405 Not Allowed</hl></center>
<hr><center>nginx/1.29.1</center>

</body>

</html>



| AE Za}

BE X AT
GET /foo 23 403 =Ql(Cilium L7 Z2= HH)

# 3) 742 A|0|A: GET /foo (7ICH: 403/XH:t (Cilium L7 0| path "A/$" 2[0ll= &)

curl -i -H "Host: test.test" http://$INGRESS_IP/foo

m@Macmini source % curl -i -H "Host: test.test" http://SINGRESS_IP/foo
HTTP/1.1 4063 Forbidden

content-length: 19

content-type: text/plain

date: Sun, 24 Aug 2025 20:15:11 GMT

server: istio-envoy

X-envoy-upstream-service-time: 2

RBAC: access deniedg



_

| AE Za}

Egress M0l H4Z
FQDN 7|gt 51 &/XtCH(httpbin.orgZt 51 &)

# IF= LHOI|A:
# 1) 512 7|0|A: https://httpbin.org/get(7|CH: 200/3xx S& A4
curl -I https://httpbin.org/get

# 2) HE AO|A: https://example.com(# 7|CH: HZ &I E= KFEE (Cilium FQDN M)
curl -I https://example.com

/home/curl_user $ curl -I https://httpbin.org/get
HTTP/2 200

date: Sun, 24 Aug 2025 21:25:41 GMT

content-type: application/json

content-length: 256

server: gunicorn/19.9.0
access-control-allow-origin: =*
access-control-allow-credentials: true

/home/curl_user $ curl -I https://example.com
curl: (35) Recv failure: Connection reset by peer
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= 2|AA AL2E |

Z74: 1KB HTTP/1.1, 1,000 rps, 2 worker &= Sidecar(Envoy) Ambient(ztunnel)
m2 4 CPU(VCPU) o 22| (MB) A Sk +166% +8%
Sidecar(Envoy) 0.20 60 EH: https://arxiv.org/html/2411.02267v1
Waypoint(Envoy) 0.25 610) =
oy 2 B3N 22
ztunnel 0.06 12
Z£X: https://istio.io/latest/docs/ops/deployment/performance-and-scalability/ -g}% _E_cg Oljéll
ztunnel vs sidecar >
o ag0|E L E9 ztunnel?t YHO|E, MH|A 2FEH
CNI Sidecar Ambient(ztunnel) Ambient JHME [ 2 SolzSA 27 9 ojE2] ApkEl pHEA
23.7%4
Kube CNI 4.72 360 (472-360)472) &= Pod 40 223t T2A| 24X AFR
0
CiiumCNI  8.80 6.80 T

((8.80-6.80)/8.80)

Z£X: https://dzone.com/articles/istio-ambient-mesh-performance-test-and-benchmarking
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o BE LE ANZtSTIZ (NTP 5
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istioctl proxy-config cluster ztunnel-xxx
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12. 754% E'é Next Steps

SHAL 71X| W|ot 7| &2}
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HZE. Source

[0 source

> [ network

> [0 scripts

> [Dtest
3 check.sh
M Install.md
M Test.md

Vagrantfile

v [ network
[¥] grafana-expose.yaml
[¥] hubble-expose.yaml
[¥] kiali-expose.yaml

(Y] prometheus-network-policy.yaml

M OMOIE A CPUAHAE
master1 7%
master2 7%
master3 1%
worker1 3%
worker2 4%
worker3 3%

v [ scripts

> [Ofile

> [ helm
(3 00.global_variable.sh
(3 01.all_common_setting.sh
() 02.master_nfs_server.sh
B3 10.prerequisites.sh
B3] 11.rke2.sh
£ 12.kube-vip.sh
(3 13.agent.sh
B3 install_istio_ambient.sh

B3 set-config.sh

43%
42%
54%
31%
40%
33%

CPU VMM

| RAM At /e | RAM%
1.25 GB/3.69 GB 34.02%
1.24 GB/3.69 GB 33.65%
1.38 GB/3.69 GB 37.44%
806.68 MB/5.57 GB 14.13%
119 GB/5.57 GB 21.20%
1.31GB/5.57 GB 23.556%

https://github.com/dasomel/seminar/tree/main/openinfradays/2025
v [ test

[¥] cilium-network-policy.yaml
[¥] cluster-policy.yaml

(Y] deployment.yaml

(Y] gateway.yaml|

[¥] http-route.yaml

[¥] kustomization.yaml|

[¥] namespace.yaml

[¥] network-policy.yaml

(Y] peer-authentication.yaml
(Y] service.yaml

(Y] waypoint.yaml

(Y] waypoint-authz.yaml

T cimum & Istio Ambient %EI'



