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AWS VPCOj| CHist 27| A

ap-northeast-2a ap-northeast-2b ' ap-northeast-2c

AWS 718 A (Availability Zone)
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AWS VPC &AM

Route table 1

10.0.0.0/16
0.0.0.0/0

local

igw

Openinfra

m Korea 2025

AWS

ap-northeast-2a

ap-northeast-2b
|

ap-northeast-2¢

Public subnet
! Etastic PG5
.

WEB

1

! Elastic PG5 <=8

Route table 1
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@ Public subnet
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WEB NAT GW

/

. Private subnet

Seéunly grbup

WAS DB

— ]

Private subnet

DB

7

Route table 2 % \ N
ooz
10.0.0.0/16 local Route table 2
Network ACI 1
Inbound rule (Source CIDR)

100 | ZE Efg 2% =R 0.0.0.0/0 5g
* ZE Eaf 2% =B 0.0.0.0/0 HE

Outbound rule (Destination CIDR)
100 | 2E E2{y 2% ZE 0.0.0.0/0 e

0 Infra Da

peninira Jays + |meEdy |25 25 0.0.0.0/0 g

Network ACI 2

Inbound rule (Source CIDR)
100 DE Ezjg e =i 0.0.0.0/0 518
* 2E Egfg o Z= 0.0.0.0/0 HE
Outbound rule (Destination CIDR)
100 | 2E E2fy 2% ZE 0.0.0.0/0 kS
* DE Ezjg e oE 0.0.0.0/0 He
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Availability Zone
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Route table
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NAT Gateway
Security Group
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OpenStack 2{|'22| vPC #¢

: kr-middlewest-1a kr-middlewest-1b kr-middlewest-1c
: : Public network MD2 5 : Public network GN : : Public network GN : :
' ' (Public subnet MD2) ! 1 (Public subnet GN) B \ (Public subnet GN) H '
' 3 1.1.0.0/22 ' : 2.2.0.0/22 ' ' 3.3.0.0/22 ' :
5 proje P P : i
! : ' : VPC Backbone network ' ! : H
' : : H (VPC Backbone subnet) | H ' .
E 3 | H 192.18.0.0/22 | 1 1 |
External Gateway Extern:al Gateway
; 3 1.1.2.45/22 : ' : 13.3.1.81/22 : :
E : 192.18.1.1/22 1 : 192.18.1.2/22 1 : 192.18.1.3/22 192.18.1.4/22 H :
: ; 10.0.0.1/24 9—10.0.1.1/24 : : 10.0.2.1/24 ! | 10.0.3.1/24 9 10.0.4.1/24@ : :
: : { : i : : ;
Router 1 Router 2 : Router 3 Router 4 :
E : Network 1 Network 2 : ; Network 3 : : Network 4 Network 5 : .
E 1 (Subnet 1) (Subnet 2) ' : (Subnet 3) 1 : (Subnet 4) (Subnet 5) 1 |
| ! 10.0.0.0/24 10.0.1.0/24 H | 10.0.2.0/24 H : 10.0.3.0/24 10.0.4.0/24 ' |
: : 5 : : ! I : ;
: i 10.0.3.225/24 1 !
: : ! : . Floating IP Floating IP : :
: 3.3.0.77: 3.3.2.85 :
: : WEB Bastion ; : i ! WEB NAT GW WAS DB : i
H . 10.0.0.11/24 10.0.1.63/24 ! H 10.0.2.29/24 | 10.0.3.55/24 I 10.0.4.153/24 10.0.4.88/24 :
: : : ! : ! | ' :
E l | H + ' 192.18.2.11/22 . |
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OpenStack 2{I'22] VPC ## - (1) Region, (2) Availability Zone
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OpenStack 2lI'22] VPC ## - (1) Region, (2) Availability Zone, (3) Project(VPC)

—— — —
28232 1Py 2 pe 3Py =g DC 32 IP i
OpenStack
-
LT kemiddlewest1a (352DC) Lo k-middiewest1b (ZEDC) 1 kmddewestiogE®DO) |

Nova, Neutron, Cinder AZ £%
2t = U2 Gateway node?| ovsOi| az MH
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- (4) Route table
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OpenStack 2[*#2] VPC 78 - (4) Route table [VPC Y& | E$|3]

Overlay network(Geneve) Overlay network(Geneve)

Bastion DB
10.0.1.63/24 10.0.2.29/24
10.0.1.1/24 10.0.2.1/24

logical router 1(—)‘(—) (—)l(—) logical router 2
I Overlay network(Geneve) I
192.18.1.1/22 VPC Backbone network 192.18.1.2/22
| 192.18.0.0/22 |

kr-middlewest-1b-compute45

kr-middlewest-1a-compute01

VLAN ID 112 Physical network VLAN ID 212
10.1.0.1/24 10.2.0.45/24
N N Bastion VMO Al DB VM2 2 HIO|E HE Al T3l 2=
[4. L4
SrcMAC | DstMAC Src IP Dst IP Protocol Sre Port Dst Port Geneve |InnerSrc MAC|InnerDst MAC| InnerSrc IP | InnerDst IP _ rcs
Private Router g M Private Router Z0ict #2> | <0t #F>|  10.1.0.1 10.2.0.45 uDP <Src > 6081 VNI20000 | <Ir & #2> | <r & #2> | 10011 10.0.2.1 4
~ ~
- = " OVN(OVS)OlIA 2|
2| A 2| JESY A EK| o8l Xa| -
821 A, B2 IEH2 B0l 2 M2 *OVNE G2 OVSE Hofste A= g2 ofgt

Bastion VMO|A| DB VM2 2 E|0|E{ T & A| I{3! - tcpdump
compute01

20:55:33.058302 b6:c2:df:f7:b0:cO > 06:75:34:7a:8c:el, ethertype IPv4 (0x0800), length 156: (tos Ox0, ttl 64, id 48840, offset 0, flags [DF], proto UDP (17), length 142)
10.1.0.1.53799 > 10.2.0.45.6081: [udp sum ok] Geneve, Flags [C], vni 0x3, proto TEB (0x6558), options [class Open Virtual Networking (OVN) (0x102) type 0x80(C) len 8 data 000b0018]
fa:16:3e:83:21:7¢c > fa:16:3e:ac:1d:1d, ethertype IPv4 (0x0800), length 98: (tos 0x0, ttl 62, id 15845, offset 0, flags [DF], proto ICMP (1), length 84)

10.0.1.63 > 10.0.2.29: ICMP echo request, id 10, seq 3, length 64

compute45

20:55:15.069005 b6:c2:df:f7:b0:cO > 06:75:34:7a:8c:el, ethertype IPv4 (0x0800), length 156: (tos Ox0, ttl 64, id 48840, offset 0, flags [DF], proto UDP (17), length 142)
10.1.0.1.53799 > 10.2.0.45.6081: [bad udp cksum 0x58db -> 0x190c!] Geneve, Flags [C], vni 0x3, proto TEB (0x6558), options [class Open Virtual Networking (OVN) (0x102) type 0x80(C) len 8 data 000b0018]
length 84)

fa:16:3e:83:21:7¢c > fa:16:3e:ac:1d:1d, ethertype IPv4 (0x0800), length 98: (tos 0x0, ttl 62, id 15845, offset 0, flags [DF], proto ICMP (1),
10.0.1.63 > 10.0.2.29: ICMP echo request, id 10, seq 3, length 64

Openinfra Days
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OpenStack 2{I'22] VPC 7# - (4) Route table [OpenStack Router]

— N—— N—
25239 IPGW 2 pe 32l IPGwW 22 DC 32 IPGW
OpenStack

kr-middlewest-1 ;
‘ ‘ kr-middlewest-1a ‘ kr-middlewest-1b : kr-middlewest-1c
: Public network MD2 ; Public network GN : Public network GN : :
! (Public subnet MD2) : : (Public subnet GN) : : (Public subnet GN) : :

H : 1.1.0.0/22 ; H 2.2.0.0122 : : 33.0.0122 :
A%} 2t E Ho| & OpenStack 2} 2E & : : k :
: : ; VPC Backbone network ; ;
Route table 1 Router 1 : : : : (VPC Backbone subnet) : : | :
: ' | : 192.18.0.0/22 ; : ! :
10.0.0.0/16 local 10.0.2.0/24 192.18.1.2 ! : T T - !
0.0.0.0/0 igW 10.0.3.0124 192.18.1.3 H External Gateway ' H %Excem:e\ Gateway :
: 1.1.2.45/22 : H : 13.3.1.81122 ! :
10.0.4.0/24 192.18.1.4 : | : : : : :
: : 192.18.1.1/22 : : 192.18.1.2/22 : ' 192.18.1.3/22 192.18.1.4/22 ' :
10.0.0.1 \D : 4 : | 10031 \D 10.0.4.1/24 : :
: : 10.0.1.1/24 | : : :
Route table 2 Router 2 : H Router 1 Router 2 : | Router 3 Router 4 H :
: — P : :
10.0.0.0/16 local 10.0.0.0/24 192.18.1.1 : /HW Network 2 : : Network 3 : : Network 4 Network 5 : :
: * (Subnet 1) (Subnet 2) : : (Subnet 3) : ' (Subnet 4) (Subnet 5) : :
10.0.1.0/24 192.18.1.1 " : 10.0.0.0/24 10.0.1.0/24 H : _ | 1002024 : : 10.0.3.0/24 10.0.4.0/24 : :
10.0.3.0/24 192.18.1.3 : : : : § i : :
10.0.4.0/24 192.18.1.4 ! Floating IP | Floating IP -, | H | iFloating IP | H :
.0.4. 18.1. 1.1.1.55 1.1.3.90: : 3 88077, ; 3
: : WEB Bastion : DB | wes WAS DB :
: : 10.0.0.11/24 10.0.1.63/24 : ; 10.0.2.29/24 : 10.0.3.55/24 10.0.4.153/24 10.0.4.88/2 :

Openlinfra Days
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OpenStack 2{|I'22] VPC ## - (5) Subnet

[@ OpenStack

kr-middlewest-1a kr-middlewest-1b

kr-middlewest-1c

: Public network MD2 5 : Public network GN 5 Public network GN :
' (Public subnet MD2) | 1 (Public subnet GN) | (Public subnet GN) H
1.1.0.0/22 : 2.2.0.0/22 : 3.3.0.0/22 :
: ' : : VPC Backbone network : :
1 : ! 1 (VPC Backbone subnet) ! |
: 3 : H 192.18.0.0/22 ! 1 :
2ol |P LA O 2 External GatewayS 44 !
. . External Gateway (st 2tRE{2 AL RE MEUEL Floating IP 2 7ts | External Gateway :
: : 1.1.2.45/22 : : : 13.3.1.81/22 :
: : 192.18.1.1/22 H : 192.18.1.2/22 : 192.18.1.3/22 192.18.1.4/22 '
: : 10.0.0.1/24; : : 10.0.2.1/2 : 10.0.3.1/2 ) 10.0.4.1/24«@ :
: ; 10.0.1.1/24 : : : E
1 Router 1 ! Router 2 ! Router 3 Router 4 |
; : Network 1 Network 2 : : Network 3 : Network 4 Network 5 :
: : (Subnet 1) (Subnet 2) : : (Subnet 3) i (Subnet 4) (Subnet 5) :
: : 10.0.0.0/24 10.0.1.0/24 . : 10.0.2.0/24 . 10.0.3.0/24 10.0.4.0/24 :
g | AL8Tt Project(VPC)0ll 2213t CIDR L HEUIS g2 M4 : :
! o AR MEUS AZOl| FEAIA 22 AZ0|l fIXIet VMES LIEQIZ SEAIZIS S8 #E22 |]X| i '
: . CH2 AZE9Q MEUilnt EA1 A, 2tRE{Qt VPC Backbone networkES £l E2jmlo| Mt ! !
: | HEREIHAE Z02I2 22(5t1 Network ACLE 735t7| 2I8i OpenStack?| IESI32 MEUS 1:1 0HY : :

orea 2025




OpenStack 22| VPC ¥ - (5) Subnet [Subnet2| X| ¥/d]

Private Subnet
6F -AZ2 1b.
S Center L £ZHAZ 714 Al
Latency 282 72| g8
VM 2
SF-AZI 100.0.12/24
Private Subnet Private Subnet
3ms
Data Center 1
Data Center 2 7{2|7} 20{E 4 Latency 57}
VM1 VM 2 VM 3
\ v 10.0.0.11/24 10.0.0.12/24 10.0.1.13/24
Private Subnet AZ 1(Data Center 1) AZ 2(Data Center 2)
3ms
1ms,
VM 1 VM 2 VM 3
10.0.0.11/24 10.0.0.12/24 10.0.0.13/24
AZ 1(Data Center 1) AZ 2(Data Center 2)
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OpenStack 2|'#2| VPC ¥ - (6) External Gateway, (7) Floating IP

kr-middlewest-1a kr-middlewest-1b kr-middlewest-1c
: : Public network MD2 5 : Public network GN 5 : Public network GN : :
' : (Public subnet MD2) ! 1 (Public subnet GN) ! | (Public subnet GN) | '
: : 1.1.0.0/22 ' : 2.2.0.0/22 ' ' 3.3.0.0/22 ' :
: i : : VPC Backbone network : : : :
1 : ! 1 (VPC Backbone subnet) | 1 | .
E l | H 192.18.0.0/22 H | H H
External Gateway External Gateway
: ; 1.1.2.45/22 : : ! 13.3.1.81/22 ! :
: : 192.18.1.1/22 H : 192.18.1.2/22 : : 192.18.1.3/22 192.18.1.4/22 ' :
: ; 10.0.0.1/24 9—10.0.1.1/24 : : 10.0.2.1/24 : | 10.0.3.1/24 9 10.0.4.1/24@ : :
: : L ; : : : : |
Router 1 Router 2 Router 3 Router 4 :
E : Network 1 Network 2 : ; Network 3 : : Network 4 Network 5 : .
: : (Subnet 1) (Subnet 2) : : (Subnet 3) ! : (Subnet 4) (Subnet 5) : :
| ! 10.0.0.0/24 10.0.1.0/24 H | 10.0.2.0/24 H ! 10.0.3.0/24 10.0.4.0/24 ' |
Flo1at1in1g SIZ e
I | - |
: : WEB Bastion ; E ; | WEB WAS DB ; :
H : 10.0.0.11/24 10.0.1.63/24 ! 1 10.0.2.29/24 g 10.0.3.55/24 10.0.4.153/24 10.0.4.88/24 :
Kkt cloud




OpenStack 2{|'#2] VPC 78 - (7) Floating IP [OVN Logical Router NAT]

2e DC 32 IPGW

f&) Openstack

kr-middl

OpenStack
Public network GN
(Public subnet GN)

Openinfra Days
Korea 2025

[root@controller01 ~1# ovn-nbct! Ir-list | grep fb96dd03-48cc-49f0-b76f-52e8311a6082
1a5f0ed9-2425-448-ab81-a3b22465ee72 (neutron-fb96dd03-48cc-49f0-b76f-52e8311a6082)
[root@controller01 ~]# ovn-nbct! Ir-route-list 1a5f0ed9-2425-4f48-ab81-a3b22465ee72
IPv4 Routes
Route Table <main>:
10.0.4.0/24
0.0.0.0/0
[root@control ler01 ~]# ovn-nbct |
TYPE GATEWAY_PORT
dnat_and_snat
ontrollerol ~]#
@controller01 ~]# ovn-nbctl

192.18.1.4 dst-ip
3.3.0.1 dst-ip
Ir-nat-list 1a5f0ed9-2425-4f48-ab81-a3b22465ee72
EXTERNAL_IP EXTERNAL_PORT LOGICAL_IP
3.3.0.77 10.0.3.55

Ir-1ist | grep 68cc65a0-5b3b-4f63-aabb-25db43d475d0
180cb399-430f-4633-87cc-9bb6a3e0dcach (neutron-68cc65a0-5b3b-4f63-aabb-25db43d475d0)

[root@controller01 ~J# ovn-nbct! Ir-route-list 180ch399-430f-4633-87cc-9b6ade0dcdch

IPv4 Routes

Route Table <main>:
10.0.3.0/24

[root@control ler01 ~]# ovn-nbct |

192.18.1.3 dst-ip
Ir-nat-list 180cb399-430f-4633-87cc-9b6a3e0dcich

Interet Gateway External Gateway : (VPC Backbone subnet)
33181122 192.18.0.0/22
g Subnet4 Route table 3 Router 3
10030124 External Gateway
Floating IP 10.0.0.0/16 local 10.0.4.0/24 192.18.1.4 35101120
0.0.0.0/0 iaw 192.18.1.3/22 192.18.1.4122
I 9 N
Routeltable 370l MEB) 1003 10.0.4.1124
Gy 100311124 L/
Router 3 Router 4
N Network 4 Network 5
SIS (Subnet 4) (Subnet 5)
10.0.4.0/24 10030124 10040124
— ! Floating IP. ’
Rouelable 4IZel 10, 0'4"¥124 100421724 § T
|
T Route table 4 Router 4 WEB WAS DB
10.0.3.55/24 1004.153/24  10.0.4.88i24
10.0.0.0/16 local 10.0.3.0/24 192.18.1.3

EXTERNAL_MAC

LOGICAL_PORT

fa:16:3e:04:16:e5 cd7085a4-95bb-424e-bd63-c03c1c214021




OpenStack 2|'#2| VPC 1+¥ - (8) NAT Gateway

: kr-middlewest-1a kr-middlewest-1b kr-middlewest-1c
: : Public network MD2 5 : Public network GN 5 : Public network GN : :
1 : (Public subnet MD2) ! 1 (Public subnet GN) ! ' (Public subnet GN) | '
' 3 1.1.0.0/22 ' : 2.2.0.0/22 ' ' 3.3.0.0/22 ' :
: orole P P e i
: ' : ' VPC Backbone network : : ' !
1 : ! ' (VPC Backbone subnet) | 1 | .
E : | H 192.18.0.0/22 | 1 ' !
External Gateway External Gateway
' : 1.1.2.45/22 : ' ' 13.3.1.81/22 ! :
: : 192.18.1.1/22 : : 192.18.1.2/22 : : 192.18.1.3/22 192.18.1.4/22 : :
: ; 10.0.0.1/24 9—10.0.1.1/24 : : 10.0.2.1/24 i | 10.0.3.1/24 9 10.0.4.1/24@ : :
| ‘ : L L : |
Router 1 Router 2 Router 3 Router 4
E : Network 1 Network 2 : ; Network 3 : : Network 4 Network 5 : .
E : (Subnet 1) (Subnet 2) ' : (Subnet 3) 1 : (Subnet 4) (Subnet 5) 1 |
| ! 10.0.0.0/24 10.0.1.0/24 H | 10.0.2.0/24 H : 10.0.3.0/24 10.0.4.0/24 : |
: ‘ P P I ; i
| H 10.0.3.225/24 . !
; Floating IP | i : :Floating IP Floating IP ,
1.1.1.55 3.3.0.77: }p 3.3.2.85
: : WEB Bastion ; E ; | WEB WAS DB ; :
H : 10.0.0.11/24 10.0.1.63/24 ! 1 10.0.2.29/24 | 10.0.3.55/24 | 10.0.4.153/24 10.0.4.88/24 :
prea 2079 ki cloud




OpenStack 2lI'22] VPC 7# - (8) NAT Gateway [iptablesE 0| 2%t NAT Gateway T-¢]

[DB VM 10.0.4.880fA] QIE{Ie 2 LI7h= T2l 58]
DB VM -> Router 4 -> NAT GW (SNAT, T{ Z 2| Source IP7} 10.0.3.2252 i 3t)

HI
o
s}
o
ou

el P GW

E OpenStack
. kr-middlewest-1

kr-middlewest-1c

Public network GN
(Public subnet GN)

S

|

VPC Backbone network
(VPC Backbone subnet)

E: @teway
13.3.1.81/22
' 192.18.1.3/22 192.18.1f4/22
i 10.0.3.1/2: ) 10.0.4.1/
Router 3 Router 4
Network 4 Network 5
(Subnet 4) (Subnet 5)
24 [\1o 4
I
: 10.0%225/24
:Floating IP. «_ Floating IP |
. 33077 :}D 3.3.2.85 :
i ¢ :
: WEB NAT GW WAS DB :
10.0.3.55/24 } 10.0.4.153/24 10.0.4.88/24
M& 2.11/22 :

Openinfra Days
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[DB VM 280| SE3dt= T2l =4 Al
Destination IP 3.3.2.85 I{ 2l 2 Router 3

51

2 ot

10.0.3.225/24
ip route
0.0.0.0/0 10.0.3.1
10.0.4.0/24 192.18.1.4

NRQT Gateway
(VM)

[root@controller01 ~]# ovn-nbct!

TYPE

dnat_and_snat
dnat_and_snat

192.18.2.11/22

root@nat-gateway:~# iptables -t nat -L -vv

Chain
pkts

Chain
pkts

Chain
pkts

Chain
pkts

PREROUTING (policy ACCEPT 0 packets, 0 bytes)
bytes target prot opt in out source

INPUT (policy ACCEPT 0 packets, O bytes)
bytes target prot opt in out source

OUTPUT (policy ACCEPT 0 packets, 0 bytes)
bytes target prot opt in out source

POSTROUTING (policy ACCEPT 0 packets, 0 bytes)
bytes target prot opt in out source

3.3.2.85

%4l (Destination IP 10.0.3.2252 Hzt

Ir-nat-list 1abf0ed9-2425-4148-ab81-a3b22465ee72
GATEWAY_PORT EXTERNAL_IP EXTERNAL_PORT
3.3.0.77

LOGICAL_IP

10.0.3.55
10.0.3.225

33M 1604M MASQUERADE all -- any enp3s0 anywhere
0 MASQUERADE all -- any enp3s0 anywhere

0

destination

destination

destination

destination

anywhere
anywhere

fa:16:3e:5d:da:81

-> Router 3(Source IP7} 3.3.2.852 3

) -> NAT GW(Destination IP 10.0.4.882

EXTERNAL_MAC LOGICAL_PORT
fa:16:3e:04:16:e5 cd7085a4-95bb-424e-bd63-c03c1c214021
4bad7 f26-ab30-4386-aae1-c91943d5bb9e

&t

) -> Router 4 -> DB VM



OpenStack 2{|'82| VPC 7+ - (9) Security Group

kr-middlewest-1a kr-middlewest-1b kr-middlewest-1c
: : Public network MD2 5 : Public network GN 5 : Public network GN : :
1 : (Public subnet MD2) ! 1 (Public subnet GN) ! ' (Public subnet GN) | '
' 3 1.1.0.0/22 ' : 2.2.0.0/22 ' ' 3.3.0.0/22 ' :
: T : : VPC Backbone network : : : :
1 : ! ' (VPC Backbone subnet) | 1 | .
E l | 1 192.18.0.0/22 | 1 H !
External Gateway External Gateway
' : 1.1.2.45/22 : ' ' 13.3.1.81/22 ! :
: : 192.18.1.1/22 ; : 192.18.1.2/22 : : 192.18.1.3/22 192.18.1.4/22 : :
: ; 10.0.0.1/24" 9—10.0.1.1/24 : : 10.0.2.1/24 : | 10.03.1/24 9 10.0.4.1/24@ : :
| ‘ : L o : |
Router 1 Router 2 Router 3 Router 4
E : Network 1 Network 2 : ; Network 3 : : Network 4 Network 5 : .
E 1 (Subnet 1) (Subnet 2) ' : (Subnet 3) 1 : (Subnet 4) (Subnet 5) 1 |
| ! 10.0.0.0/24 10.0.1.0/24 H | 10.0.2.0/24 H : 10.0.3.0/24 10.0.4.0/24 | |
: : : 1 N : ! T - i :
: Security Group 1 : 10.0.3.225/24 becurity Grqup 1 :
; Floating IP | Floating IP | i . :Floating IP Floating IP ]
1.1.1.55 1.1.3.90 3.3.0.77: 3.3.2.85
: : WEB Bastion ; : DB : : WEB NAT GW WAS DB : :
| : 10.0.0.11/24 10.0.1.63/24 ! H 002202 | 10.0.3.55/24 I 10.0.4.153/2 R :
: : : : ' : | : :
: 3 : : : . 192.18.2.11/22 : :
orea 2025 k't Cl.OUd




OpenStack 2lI'22] VPC 7 - (9) Security Group [OpenStack Security Group(OVN Port-group ACL)]

122 192.18.1.4/22
192.18.1.2/22
10.0.4.1/24
10.0.2.1/24-
Router 4
Router 2
Network 5
Network 3 (Subnet 5)
(Subnet 3) . 10.0.4.0/24

10.0.2.0/24

%

Security |Group 1 Floating IP
3.3.2.85

WAS DB
DB 15324 10.0.4.88/24

10.0.2.29/24

wn

dcurity Group 1

Security Group 1 - 8d20d3b5_3866_49fd_a823_1d2db48ff02f

_uuid . £8341320-e69c-46f2-a3cf-167e102fc6db

acls : [27069796-edf0-440d-bd35-cbc19daa211c, 271f45b6-af7d-4047-9a6a-babb5f56a3t5, 20507b3a-c72c-478e-a620-78b109bdf42a, 38292f f5-
cb4b-4bec-9597-229¢c3b5e073f, 50fdieda-2fba-45a8-bc1f-524406756170, 792bd65c-faad-4f9d-89fd-725c6d3b43ct, 7cd84b1a-298b-4377-bbas-781d63715f16]
external_ids - {"neutron:security_group_id"="8d20d3b5-3866-49f d-a823-1d2db48f f02f " }

name . pg_8d20d3b5_3866_49fd_a823_1d2db48f f02f

ports  [0142f23d-f375-4ef f-8609-9f2c3060ch22, 02a93c9d-684e-41fe-8d64-7aa05f40fd32]

(ovn-nb-db)[root@controller01 /]# ovn-nbct! acl-list f8341320-e69c-4612-a3cf-167e102fc6do
from-Iport 1002 (inport == @pg_8d20d3b5_3866_49fd_a823_1d2db48ff02f && ip4) allow-related
from-Iport 1002 (inport == @pg_8d20d3b5_3866_49fd_a823_1d2db48ff02f &% ip4 && ip4.dst == 0.0.0.0/0 && icmp4) allow-related
from-Iport 1002 (inport == @pg_8d20d3b5_3866_49fd_a823_1d2db48ff02f && ip6) allow-related
to-Iport 1002 (outport == @pg_8d20d3b5_3866_49fd_a823_1d2db48ff02f &% ip4 && ip4.src == 0.0.0.0/0) al low-related
(outpor @pg_8d20d3b5_3866_49fd_a823_1d2db48ff02f && ip4 && ip4.src .0.0.0/0 && icmp4) allow-related
(outport == @pg_8d20d3b5_3866_49fd_a823_1d2db48ff02f && ip4 && ip4.src == 0.0.0.0/0 && tcp) allow-related
(

to-lport 1002
to-lport 1002
to-lport 1002

outport == @pg_8d20d3b5_3866_49fd_a823_1d2db48ff02f && ip4 && ip4.src == 10.0.0.0/16 && tcp &% tcp.dst == 22) allow-related
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OpenStack 2{I'22] VPC 7 - (10) Network ACL(Network Access Control List)

—

32l IPGW

[@Y OpenStack

kr-middlewest-1a

Public network MD2
(Public subnet MD2)
1.1.0.0/22

kr-middlewest-1b

Public network GN
(Public subnet GN)
2.2.0.0/22

kr-middlewest-1c

Public network GN
(Public subnet GN)
3.3.0.0/22

VPC Backbone network
(VPC Backbone subnet)
192.18.0.0/22

External Gateway
1.1.2.45/22

192.18.1.1/22

10.0.0.1/24 9710.0.1.1/24
R
Router 1
Network 1 Network 2
(Subnet 1) (Subnet 2)
10.0.0.0/24 10.0.1.0/24

Floating IP G

1.1.1.55

WEB Bastion
10.0.0.11/24 10.0.1.63/24

192.18.1.2/22

10.0.2.1/24-

Router 2

Network 3
(Subnet 3)
10.0.2.0/24

10.0.2.29/24

External Gateway
13.3.1.81/22

10.0.3.1/24

192.18.1.3/22 192.18.1.4/22

9 10.0.4.1/24@

Router 3 Router 4
Network 4 Network 5
(Subnet 4) (Subnet 5)
10.0.3.0/24 10.0.4.0/24

I
10.0.3.225/24
Floating IP

NAT GW WAS
10.0.4.153/24

e

DB
10.0.4.88/24 :

orea 2025
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OpenStack 2{I'22] VPC ## - (10) Network ACL(Network Access Control List) [OVN Logical Switch ACL]

kr-middlewest-1a

Public network MD2

(Public subnet MD2) Network ACL 1
1.1.0.0/22

Network 1(Subnet 1)

(ovn-nb-db)[root@controller01 /]# ovn-nbct! Is-list
73dd3625-dfce-4780-917c-81783e4c¢860b (neutron-f8fae423-a562-4b6a-abac-2dfaede55ed1)

=a

L1 (ovn-nb-db)[root@controller01 /]# ovn-nbct! acl-list 73dd3625-dfce-4780-917¢c-8f783e4c860b

from-Iport 2003 (ip4 && ip4.dst == 0.0.0.0/0) allow-stateless
External Gatewa from-Iport 2001 (ip4 &% ip4.dst == 0.0.0.0/0) drop
1.12.45/25 to-Iport 2003 (ip4 && ip4.dst == 0.0.0.0/0) al low-stateless
192.18.1.1/22 to-Iport 2001 (ip4 &% ip4.dst == 0.0.0.0/0) drop
10.0.0.1/24 }10.0.1.1/24
Router 1 Network 2(Subnet 2)
Network 1 Network 2 : (ovn-nb-db)[root@controller01 /]# ovn-nbct! Is-list

(Subnet 1) (Subnet 2) 73dd3625-dfce-4780-917c-81783e4c¢860b (neutron-f8fae423-a562-4b6a-abac-2dfaede55ed1)
10.0.0.0/24 10.0.1.0/24
: : (ovn-nb-db)[root@controller01 /]# ovn-nbct! acl-list 73dd3625-dfce-4780-917¢c-8f783e4c860b
5 F'°13‘1‘”19£ F'°13‘1‘”39§'£ from-Iport 2003 (ip4 &% ip4.dst == 0.0.0.0/0) allow-stateless
3 from-Iport 2001 (ip4 && ip4.dst == 0.0.0.0/0) drop
WEB Bastion to-Iport 2003 (}p4 8& ipd.dst == 0.0.0.0/0) allow-stateless
10.0.0.11/24 10.0.1.63/24 3 to-lport 2001 (ip4 && ip4.dst == 0.0.0.0/0) drop
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OpenStack Native VPC 1 0| %
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2 DC 32 1P che =g DC 3¢ 1P
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w
=
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Internet Gateway
WAS

0
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o
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2]

[172.16.2.0]

Route table 4

Network ACI 2
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5]
=
g
=
2]

Security group

[172.16.2.0]
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2
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8
2
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